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FortiConverter™

«#¥ ) Multi-vendor Configuration Conversion for FortiOS

Managing Migration
With many of today’s emerging technology, a challenge that often arises is that Major Features

of migration. As we all know, today’s technology is ever moving forward and with

this comes its own issues. One of the most common ones is that of transitioning

older complex configurations onto new and next generation solutions. This, from * Allows migration to FortiOS solutions
a high level, can look like a relatively simple task; however, for any manager of
security solutions, they will see this as one of the biggest headaches that they face.
With FortiConverter, Fortinet offers their customers a simple supported process e Translation of complex policy sets
for this. Historically, this has been a heavily manual or professional services driven
engagement and there are a number of reasons for this. The primary reason is often

e Fases the pain of vendor transition

e Removal of historical configuration

. . . . . S errors
complexity. Device configurations can often grow organically and while individual
changes can be managed relatively easily, when the task is to transfer whole o Automatic validation of new
configurations to new platforms, the task becomes substantially more difficult. configurations
An additional challenge is that very often old and redundant information exists in
configurations and these complicate the migration process. With FortiConverter,
this process is massively simplified and automated while errors and redundant
information are highlighted quickly, enabling a smooth transition process to the new
next generation platforms.
Features & Benefits
Multi-vendor Support Conversion from Cisco, Juniper, Checkpoint and Sonicwall. Single tool for multiple installations allowing for
cross-vendor installation conversion.
Minimal Fine Tuning With the automated nature of the configuration conversion, the smallest amount of information is required to

finalize the configuration conversion and final fine tuning. Thus, removing the possibility of human error into the
conversion process.

Error Correction With many complex configurations, errors creep in over time. FortiConverter will identify these errors allowing the
new platform to operate at maximum efficiency and required level of security. Avoids copying of unused items or
objects into the newly created configuration.

Unlimited Profiles The FortiConverter gives access to all vendors and also allows for the conversion of even the largest and most
complex firewall and security configurations.
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Configuration Validation

When transitioning to Next generation
security platforms, we believe that this
should be as seamless as possible and
for this reason Fortinet has developed
the FortiConverter software solution.
Errors that have existed for a number

of years but because of the nature or
location, have never been discovered or
caused problems within organizations,
are often missed or overlooked. With
the FortiConverter product, this provides
a simple process for the validation of
these configurations. To perform this
manually can often take hundreds of
man hours of expert analysis, if it is
possible at all. With FortiConverter, the
smallest possible amount of information
is required to ensure accurate
translation while first identifying and then
removing incorrect or old historically
inaccurate configuration elements.

HIGHLIGHTS
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Simple setup and configuration import

Standardization

With all transition projects there is
pressure to standardize on particular
platforms; however, as many of these
systems have grown organically

over time, this task often becomes

too daunting and cost prohibitive.

With FortiConverter and the ability

to automate all but the smallest
percentage of conversion, gives
managers and operators a viable option
to move to consolidated platforms. This
in turn massively reduces configuration
management overhead so allowing
personnel to focus on the more pressing
challenges of understanding threats and
their emergence. Once this conversion
and standardization of platforms is
performed, the often hidden advantages
of reduction in management overhead is
seen from the earliest points.
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Physical breakdown of existing architecture

Professional Services

Professional services engagements
can be a complex and time consuming
process; however, by utilizing the
automated features of FortiConverter,
Fortinet partners and customers have
the ability to accurately predict and
manage these engagements. An added
advantage of this is the reduction in
human errors that can often occur. By
the logical and structured approach
that the solution provides, it is simple
to incorporate this into a process and
subsequent project with predictable
timelines and therefore cost. With the
accurate forecasting of timescales,
costs and manpower, the advantages
are substantial.
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Graphical summary display of conversion result
BASE NETWORK OBJECTS
Show Edit Add Delete Cascade Policy Policy Tooltip
Update Locate
Interface Interface N N N V Vv y
Zone V N N N V vV Vv
Address Subnet N N v N N vV V
Range v v v v Vv Vv v
FQDN V vV V V v v v
Group Vv V y V v v v
Service TCPUDP V Vv N N v Vv v
ICmMP v v v v v Vv Vv
Other v N Vv v v Vv v
Group Vv Vv v V v v v
Schedule Once N v J V V V v
Recur v v Vv Vv v vV V
Group V v v Vv v y V
NAT vIP N v v v v y v
IPPool v N V v v v v
Show Edit Add Delete Filter Reorder Edit/Add Show
Policy v v v v v V y
Show Policy Locate
SourceNAT Vv Vv
DestinationNAT vV vV
StaticNAT \ \
NATRule \ \




ORDER INFORMATION

Product SKU Description
FortiConverter FC-10-CONO1-401-01-12 1 Year Multi-vendor Configuration Conversion Tool (requires MS Windows) to create FortiOS configuration files.
FortiConverter FC-10-CONO1-401-02-12 1 Year Renewal Multi-vendor Configuration Conversion Tool (requires MS Windows) to create FortiOS configuration files.

GLOBAL HEADQUARTERS EMEA SALES OFFICE = APAC SALES OFFICE LATIN AMERICA SALES OFFICE

=-= HTI n ET Fortinet Inc. 120 rue Albert Caquot 300 Beach Road #20-01  Prol. Paseo de la Reforma 115 Int. 702
-mw ® 1090 Kifer Road 06560, Sophia Antipolis, The Concourse Col. Lomas de Santa Fe,

Sunnyvale, CA 94086 France Singapore 199555 C.P.01219

United States Tel: +33.4.8987.0510 Tel: +65.6513.3730 Del. Alvaro Obregoén

Tel: +1.408.235.7700 Fax: +33.4.8987.0501 Fax: +65.6223.6784 México D.F.

Fax: +1.408.235.7737 Tel: 011-52-(55) 5524-8480

Copyright© 2013 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, and FortiGuard®, are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be trademarks of Fortinet. All other
product or company names may be trademarks of their respective owners. Performance metrics contained herein were attained in internal lab tests under ideal conditions, and performance may vary. Network
variables, different network environments and other conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether
express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet’s General Counsel, with a purchaser that expressly warrants that the identified product will perform according
to the performance metrics herein. For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any guarantees.
Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable. Certain Fortinet products are licensed
under U.S. Patent No. 5,623,600.

FST-PROD-DS-FCCC FCONV-DAT-R1-201307



